Internet2 eduroame Acceptable Use Policy

This Internet2 eduroam Acceptable Use Policy (“Acceptable Use Policy”) sets forth legally
binding terms that govern use of the Internet2 eduroam service within the United States. The
eduroam service may only be used for legal purposes by users in accordance with the terms of
this Acceptable Use Policy. At Internet2’s sole discretion, the Acceptable Use Policy may be
revised from time to time.

Use of the Service

By using the eduroam service, you indicate that any information you provide is true, accurate,
current, and complete. Further, you agree to use the eduroam service in a lawful manner and
shall not:

o Encourage any illegal, abusive or similar activities that interfere with the business of
Internet2 or any other party.

o Attempt to bypass or break any security mechanism or component of the eduroam
service.

o Use the eduroam service in a manner that poses a security or service risk to Internet2 or
any of its users.

o Test, decompile, or reverse-engineer the eduroam service or any equipment or services
related to the eduroam service for any reason.

o Use the eduroam service in a manner that subjects Internet2 or any third party to liability
or damages.

o Launch or facilitate, whether intentionally or unintentionally, a denial of service attack on
the eduroam service or any component of the eduroam service, or engage in any other
conduct that adversely impacts the availability, reliability, or stability of the eduroam
service.

o Transmit any material that contains viruses, trojan horses, worms, or any other malicious,
harmful, or deleterious programs.

o Use the eduroam service in a manner that violates any policy that Internet2 provided or
made available to your organization.

o Engage in any unsolicited advertising, marketing, or other similar activities.

e Use the eduroam service to harvest or otherwise collect information about others,
including email addresses or phone numbers.

e Use the eduroam service to engage in or in connection with fraudulent activity.

e Violate or facilitate the violation of any local, state, federal, or foreign law or regulation,
including laws and regulations regarding the transmission of data or software.

o Take any action to participate in, encourage, or promote any activity prohibited under this
Acceptable Use Policy or any other agreement to which you are bound in connection with
use of the eduroam service.

o Transmit any material that infringes the intellectual property rights or other rights of third
parties.

e Remove, obscure, or alter any notice of copyright, trademark, or other proprietary right
appearing in or on any component of the eduroam service.
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o Transmit any material that is libelous, defamatory, discriminatory, or otherwise malicious
or harmful to any person or entity.

o Create a false identity or otherwise attempt to mislead others as to the identity of the
sender or the origin of a message.

e Use the eduroam service, or any component of the eduroam service, in any manner that
violates any applicable international or domestic law.

Compliance

Violation of this Acceptable Use Policy may result in a restriction or revocation of your rights
with respect to the usage of the eduroam service. Internet2 reserves all rights and remedies that
may be available in accordance with applicable laws or otherwise.

eduroam AUP (4/2018)



